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chopalAich, @A) 27 WA whet 2ol oF A9 7ke] ¢hATH S obd] §lXTH(Trenin

2014) A 719918 el A 7o) (G AW A3 714, Hold, e

o5 AL WA 4] o]F 2o 4571 A3 oot S Bhelo] ohth, 20169 o AHUAS Sepda ASI0 R i 7k 25| Bk Ytk 58 0¥ 2

o] $HATHEY) DHo} o] 5 F ol BYE Efixo] u] oEe A4S 23 AA A o] 59| Zo] Zojxn] Apo|HFIIAA ] LEE “AEH BAOR 715K 7157} AT
3 nlsto] TE3 A950] AANAE BB E HEEG A 497 FAHAE 2 Zhell AL et

Hopzop | FHINATO) 49l 5 1]5 i P& ozt A4 AR 8% v] o

Eejo] oA PSR AT EWS T3 V12 BURAS RS Ae gl 4T o whA] BAols} BT Qi A HERE ATk 7ke] WEo] SHAkEl Al Asto] u
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AEAIA 2 ARSA = shaL ok =7F 3 AEA A M AT AR Dso] A A2 A Ao R o

el dAdaerlas A A A 25 o Ak ARSIV e B d

Hde St o= ko] FAol oIt = A Ae Idtrlee] 1 Sl A4S st tiAr2le] A 25 T4 Al (Carbon Economy)ollAl dlo]8 %A (Data Economy)2
Ao A dof vt 2oz 2t bl et A= 2A47E A5 WA A7 =7 A= HEEAL s 2He) Sl A 2 2l 9=
= U= BEs] #45ke S | o Lk=shE del|es VIRte 2 she AR oF A Ak BHEoA Felrled) glolH 2 oA AT, AR o] dyabedo] ' 7]
ST vl=e] M A E T3 AR $HE FAShE Aol B9 3A A e gk oy Aol A 732 HlolH = Jo7hHA e5d A1 8A 252 AR7t obd HolHE
(Third Offset)& WAIRTHE =2 "S- A= 2025"2 A H= 71e27]ol ASa. =oALl dojual Qlot
ol=ro] =0 719l shglol(Huawei) & Alfshe A2 A1E 2 A Lt
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35k 515103 Vel = 712 3L ZFE o] Tl B
o|He|E AjAgto 2 Aststtal Wt} &, 7|20 AR Z5o] Helr]es F9l 1. Quartz. What you need to know about Russia’s election hack and why US senators say it ‘should alarm
oS S = o A3ke]= A o] Alx]gstolth, ARG dA ol A ‘%}ﬁ?‘i}ﬂ]i Ato] every American’, December 13, 2016. https://az.com/860706/russian-hacking-and-the-us-election-
3o A o A Uepdt), Atou]gto| A o] S5 g7t WA E ThsAdo] W why-it-matters-what-it-means-and-whats-next/.
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=7t 28] I E AL} viehE] YA 282 T FHA” 0] 22 AfolH =T
A E FU e WIS i gol7E stk § gl 2018 RE Agsha i Y
Hig|o| ] E 3 +4”(GDPR: General Data Protection Regulation)¥} <=+2] AlojH
AR IR E RS §f8f dlolE o] AHr=e =0l dlE 9=t o|2Igt HlolH
# % 3HData Localization) AL “HH O] A4{EE oS =511 Eﬂ 15 dx3=
Hhefshe wl=e] T SER 2 Hlo]AE0] ARYEES I EE BIRESt b
olEle] FAIT 4G HiFo R 57| wlEe] vFE v]F-ulx] 2-7futchE H(USMCA
United States-Mexico-Canada Agreement)¥} ofAJo}-e 3 oF A A E H A (APEC: Asia-
Pacific Economic Cooperation)o] H|o]&] @X|3}= Hitsl= FA4S A5t S8
gk ofe} ofue} FE AT ofsfete S E= vl=o tlolE A A= v

2. CNBC, 20194 102 172, “Andrew Yang: You should get a check in the mail from Facebook, Amazon,
Google for your data” https://www.cnbc.com/2019/10/17 /andrew-yang-facebook-amazon-google-
should-pay-for-users-data.html.

el ApolHE1te] FHste} HlojE Ao E5FR 0oL 9l

ot
e
)
_k::l
fr
e
ich
ofx
Al
“ [lo
o N

< 15 BACNA 7P AZSHA EE G, vl=a A2 E] SAE A T 4
Sh= Q37} oA 71 |49l Alo]H ARG A

3 A2 o] AFAE e Al Ao] ofyzt
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Al E (Tencent), &elviHl(Alibaba) 5 8 &= IT 7|95 A= A%
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¢ TCP/IP ti¥] S4HFA SAIE &0l ot "wIP oleh= =& HY 4l =
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22 T A IT719 2 SHelolE =24 vl 1o S5 £ Dd] JEHD Hetk
=S A7 obd AR Q] 259 B A= Hof Jtt, o] & sl T A A=
AFAQl A U= (BRI Belt and Road Initiative) Al2lol A SF¢o]7} AHA|sh= 9145 ©
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OAE A3 2E9] goly olFs STAshs dlole AlH 52 g9etth vl=9] 4%
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Bop)&, AAAE, AT 52 AF7H AFAuet FHaAL sHgIE 0=t of
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LES AAAAE AL B2 g4 U A& 7|9Ee 2 = BhA A (Carbon Economy)
N HRFA7]E S41Q1 dlolE A (Data Economy) & H3}skaL qlet, o] 2igh A of
gfchl ] Ak oju] FAA A= FElo] =yl QIrh(EE 1), A 2091 |zEe] Xy
A7FEH =91 BIsHE BH 20049 Al7FE AlAIEY 19 7192 vl=te] B34y 714
ol AYd UHEZ(GE)o|tt GE= 1892¢ A E| o] 3|A} o] 2o AgtA 7|49

£ 2ol gt 7]doltt, U] A7 17| 1E-2 39 vto]| AR AZEL}L 99

olat g, AuA], Az T2 AP 20417] di71gez A= At o
Exxon)¥} BP & AG3Ate}t S8 15 AIG A28, tf=+2] A|F3|Alel 3}o]
Pfizer), 712]3 At $-5714 LutEZ} 100 <=9Hol 273 it

SHAIRE 104 F121 201495 6= A seiehele] ek 24 A Aol W s)7] AR,
20141d0)= AAEIAFR ok Z(Apple)o] Al7HESY 231491 1912 x5k, S o=
o] 7] Alzgl0] 5L uhadshs 7]eloleks Mol A o}F sehe wisks ok gl Wl
TR) WBhE o} A djET WSHs 20040l A HX] S2oke QlEYl A A7|¢le]
F2(Google)o] 3910 ek Yolr}, 20141 A T2E 449] 10918 719 FolA
FUsA 2 AFol Aol wFbolA] AT Awl sl Z|9lolgiet ohE Tt A% 4910
no] 2 AL E (Microsoft) 9] AIELE Aol §lojw AL§a 4= vhel -20] Fein %
2o PN FHAL 255] YEAIAA MY ol o] TRt F, 7R
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EohA] 59 Q1 2019 ofl= o] =2 A7 B Fsisi ATt #Hlo] A& (Facebook)¥} of
okE(Amazon) 5 QTEIY 718F 7| 4E0] H L <=9]Hol 71 I dshelar v = H5-4 21
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3. 2020=0l= MR7(Yel AElRks EHZE FASHAIE AL ZEARSIAL OFZEE (Aramco)A 7 AEEHA
OHEALRL AIZEEH 1, 2215 CHEZ| KICh SHX|2H O ZE MQITH LIHA| &9 &=2l= 72, HO|AS, olakE

S HIO|EIE &E3t= 7IYS2 HTS| AMAX ACt
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g AA sk Aeke ddf AATE vldolE et A S(AD LR SR = A4zt
H22 ot sl oA A A AT el e 04
x a5 At oo 5 UBS —1?:—1}1_"“01]/\1 S713 43} A
o Thak B I1A (Baweja Donovan et al 2016)+= 9o A& Y-S 12}, 22}, 32},
T2)ar A O] 4xFAFA ST O 2 ERSFH A AR S T O] R Y2 XPEQ(automatlon)
o ?:l@*é (CODneCthltY)4 A1 &4 Q1 73l Ex{)] A|QlE}, o] HiLA= 1784 dof AJ4HE

< 7IAR T S71 oA, 22F 4G H P (1870)2 Ak A7) oA,

4. “iolEle 2141719 MR"ete BE2 P2 $8IXI2l Clive Humby7t 200601 XS HZst Wz U
AL}, https://medium.com/project-2030/data-is-the-new-oil-a-ludicrous-proposition-1d91bbasf2944#.
vjyvewnpO.

5. Geekwire. Cloud lift: Amazon, Microsoft, Google, Apple and others find a common cushion in the crisis.
May 4, 2020. https://www.geekwire.com/2020/cloud-lift-amazon-microsoft-google-apple-others-finding-

common-cushion-crisis/.

[& 1] HE'E AZIEH &9 1071 7[
A7t S
29| 2004 2009 2014 2019
HUE YHE= HEZXO|Ll -B=- | 04 00| 2RAZE

1 General Electric PetroChina Apple Microsoft
3190 = 36709= 560049 = 1X 500 =
LTES LTES LTES otatE

2 Exxon Exxon Exxon Amazon
28302= 34109 = 4320%= 94302 =
O0|3Z2AZE 3423 -5 | AmEl oHE

3 Microsoft ICBC Alphabet(Google) Apple
28209= 2570 =- 3580&= 92002=
slo|x} OI0|A2ATE OO 3 2RAZE ot}

4 Pfizer Microsoft Microsoft Alphabet(Google)
27009= 2120= 34402= 7780%=
AlE|23H Z[O|LIZHIY -S=- | H3M SHAHI0] H|0] A

5 Citi China Mobile Berkshire Hathaway | Facebook
240049 = 2010 = 321092 54602=
ol =li/1= E&MEEE H3M sliA2lol

6 Walmart Walmart Johnson & Johnson | Berkshire Hathaway
2400 & 18904 = 2770% & 50702

=j7|MOsH =2
SHUSSE STy emymas- | wei 22
BP -¥=- China Construction :
7 1970012 Bank Shell Alibaba
= =
2690 = 4350 =
182001 6902 = 3502=
5 o MUY Qe [EME -sa-
8 '16‘8|900+,= I;;roE: a_s General Electric Tencent
= =
26304 = 43109 =
16500t 6309= 3104=
OIEd| Ee=s AT H|X}

9 Intel Johnson & Johnson | Wells Fargo Visa
1840 = 157022 26104 = 37909 =
wWIosoMzst | H-FR/UPEBE- | 24 -AA- ZRHEZEA

10 Bank of America Shell Roche Johnson & Johnson
16804 = 1560 = 256049 = 37609=

A

clel/oleEm 7let | |sEmoiy | Jagoie | |2saw | o

£ visualcapitalist.com, KX} &z,


https://www.geekwire.com/2020/cloud-lift-amazon-microsoft-google-apple-others-finding-common-cushion-crisis/
https://www.geekwire.com/2020/cloud-lift-amazon-microsoft-google-apple-others-finding-common-cushion-crisis/

I 32} AFA S (1969)2 A7) 719k IT7} 242} Afg-sket AAAS SPgskaittal
gatact. 7P 5‘4 A2HE 4R} A E 2 Q1 A5t vld| o] 7F AjtsiA =e, 1
A 7Hs A2 A AR AE = S Ao R Both dS8 2= 4 A e S
AE Y (IoT: Internet of Things)e} AFA&0] A= ] AA|et 714do] B3t

He-& Alojale 7MFER A1 A"e] BHsbE A7 meljd A0 o1 QlrH(o]

A Ql 42; Al E g ol A ApQl HHolE e FAU7? HEolEof thsfjAl o
7HA Ao7F Qo HHA o2 = n] FHAEFE7]|EATLA(NIST: National Institute
of Standards and Technology)2] A& & 4 Ut} NIST+= Blg|o| g &t “55] (Volume),

873 H:=(Velocity), 12]al T (Variety) SHolA st A4 (Storage), 22+
(Manipulation), 18] 3 £ (analysis)= a4 &4 71531 A A|(Scalable Architecture)

7} B gt glolE ekl st tH(Chang, Grady 2015).

)

lF

ol" ool sFE= HHolH = HE 25 AR7F Mz Lohfar Qe AAE & H
ol Zoltt. Mid BA=EE AT F dolHole F94. SNS HAA], 221 5 7
AR, AEY Au|A(o]: §AI71HE AR| 29} 22tel £%) ARG 5 Y == HEHH o] ¥
(metadata),® Z12]aL o|Al= AFEY 25 HEAALE 7|7]50] A= FAlshdA
Eodl= AlA (Sensor) HlolH" 5 thefet F77F =Eh A AlA HdolH = we &
T2 F7Fskal Rlo] 2025 o= 20193 ¢ 4ul7} H= dlofEl7F AE Az A4H
i Qlek®

w2 A YAkE AL, vheFsh, )Rt dloje el HdlolH e 7€ AEA R o= Hs)

6. MIEIH|O|E= HI0|E 2HE MEE ol0|sict, o|E SXIH SEA0ILE AFEIE RIS 1 MMEl= R, AlZ
ol0|X|e| BF 52 MEI} 71 HHAQl MEtH|0|E{e] YB0|Ct,
7. 7171 ZtHIEQIT, = AF=2QIE{HI(0T: Internet of Things)0| A4l

8. Walker, P. Al, digital skills and data growth dominate the analytics agenda in 2020. ITProPortal. httos://

‘Jst= CIO|EIE Qlojsttt.

www.itproportal.com/features/ai-digital-skills-and-data-growth-dominate-the-analytics-agenda-
in-2020/.

O,
Intelligence)7} @4Zo|t}, CQFASL 2016W F vlE QFA|s TR gu
(AlphaGo)2} o|HlE 9ut 7He] dj= o2 o] & L&A ok, thgt o]Fo] Uj3Esh=
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H oHE AL of 2} Afolw] QEHLe} o]\ ARl M 2HE itk HolA =t B4
op7F T3k "ArelH %‘4:14”?4 duFEshe Fol %EP =3 BAloks AEAlA <
G=7H U Ad A e =7 A9 o= diAsh] s AEs] =)
ot vl=re] Ad U 710401] g =+ e FA } 7Harell gltk= AollA "=
M2 AASHA L= o] ot shARE 572 WAL AR AlolH et 7
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27. European Parliament Think Tank. Digital sovereignty for Europe. July 2, 2020. https://www.europarl.
europa.eu/thinktank/en/document.htmi?reference=EPRS_BRI(2020)651992.
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Hog sl RE A glon 53| o]t A= T3t HAlo 5 AHFLY =7t A
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QIE{S(Internet)2 1965\ O] DS ARPATH ARHIC CHStat 42| L|0F FECHSI -2 AHRY| A(UCLA)
OIS s XN AFE HZLUQ! ARPANet(OF f'x)% [fte2 Sttt 0| 90Wch F= &4 ntskXIe!
Berniers-Lee7} SIO|LEIA E(Hyper-text)& L 2M X 22|07 =5t QIEHI0| BHSORILCY,
O] HE9o| 2018 AtO|H Z7}E2KHNational Cyber Strategy of the United States) &£ =
2013 AfO|H 9t FEKCybersecurity Strategy of the European Union)2 XS= 1 |1 71
QIELIS sipl THEHo 2 MUTE F, AlO|tHBZHoll thet =7t JHUS FlAstetn XFRRIFSFIA JHx|Q!
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AtolEg7boll 71 7 Zgol ARl dllolls Aol ggte] 23 o dut A4
o st L5 UL FF| FAREEI T2 EZ? TCP/IPE 7AW dZo| 715
st HE Ji— gk QU IPFA7E 2P xb2 A= o] glo] fA f1=27F 7}
.ol AtolHgghe] 22 e &

O—Ll

HITf A A3} A AtolH F-A o] Hiﬂh E O o] g olgu]sr} gl A= Ao]
B FAo] gt 57} b s 2 wlAUFo] ARtk Abdolt), o= 54 5717t AlelH
T4 v gets AL SHstretE AFAQ] FA v L B l~7ﬂ ot FAES Y
I, 2 Aa} Aol A gt B2 Fetolut Al Aol mEREEA Ak, At
& 2017), AtolH FAL Faljat SolA Feet tf3e & 7}—‘5—*3 | 27] wjizol FZo]
e tlete gho] A},

27 gl Golold AtolHETro] AR BAYelst B AAL H thEE Ato]y
2 gah 2o olrk 20119 3, glAloh BXy|AT, g3 Sauy|A%e §
Aol A AT B Gl Afo]mF7HA] 27t Hejof Mol AL, FAlo] AL
ofr] Golol et 27k 7F ATEIHIS FAHOE dFshadnt $R3 BAlolE 94
3 A9YF0) TAHES Ao IS AET AR BEO] Golurhs ok T njet
B 7o) s, AT QB HRAS Ba) A QRS ERgichs o4g
g v vl FE0) Qe Ao FE 4] BAISHE, & Aol
2 WASHE BAHAel ol shasteli Aol o 27H50] AbolHgxtolA 4
e e o Rgnel Actolehs ola] Ant Apolu a7k k] that FAAel A
o Upy]o] wralHc)

Atole g3kl A sl A3l WolAdl S 2Fshe T2 UEU 2471 1998

R s AHUl AM-E HEste Ae AAT A2 AUAIAY A7ES EAlst

30. NATO CCDCOE. An Updated Draft of the Code of Conduct Distributed in the United Nations - What's
New? https://ccdcoe.org/incyder-articles/an-updated-draft-of-the-code-of-conduct-distributed-in-

the-united-nations-whats-new/.
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Ak F=3 gAjote] ot o Qe Yl $S FElohe A Aud Aog Hel
o} B3] F2 Hhu DEjgo) é@% HIHE FEEHA SO Ho|AET ES
Bl = o] (Weibo), $J3(WeChat) ¥ F7(QQ), -HEE 297 (Youku) 5 31¢] 217]
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A9 HA] fetae 7 u1 SH= WA O BAR A that A2 BEke ARshy

= BAloke A= AEYE s 2R o2 ©Ess Alo] obd T4 Ay
o] 2obd Wode 753U SOk " A )l AWE 58l 2Alof Y]
AE Yl EgfjZo] 9F-2 o 53] il A= W MEe s she WS Bkl ok F
SAE Ul dAA O 712 = gle S Aloks = IEUT o AE TS FAA O &
21 4= e A =r(Domain) AW A2E 8k Stk of7]o)= RuNeto]2tal

ol AR mol HHE ASHE R, Z <)
LY mo ) Aiet ) oo el ol

Ylo] obd ¢lEa}l(Intranet)©] AF

om, .org, .edu 522 E}=

AEYl a2 HeAE A48 F= Jg= s, A *ﬂfﬂ AEYl =] Q12 A5 7HA] vl =
7139l A A g Yl F a2 7] F(ICANN: Internet Corporation for Assigned Names
and Numbers)7} #2]3}¢lch, ICANNS 19980l A v] AR o) Heg = & =t
7E7138o| ezt u) o] AUzl dFES ST SAIAE] G of 2ol AXHA 20164
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31.

32,

33.

34,

Hong Kong Free Press. The evolution of China's Great Firewall: 21 years of censorship. September 3
2017. https://hongkongfp.com/2017/09/03/evolution-chinas-great-firewall-21-years-censorship/.
BBC. The global internet is disintegrating. What comes next?. 2019 52 15, https://www.bbc.com/
future/article/20190514-the-global-internet-is-disintegrating-what-comes-next.

ZMele ZE| AOF SRt QIE{AE’ Ot MY QUESI HYE Lstz|Lt 2019 58 22, https://news.
chosun.com/site/data/htmi_dir/2019/05/02/2019050203233.htm.

TechCrunch.com. Russia starts testing its own internal internet. December 27, 2019, https://techcrunch.

com/2019/12/26/russia-starts-testing-its—-own-internal-internet/.

2 Ao gisiAE FA1A ol AME Ftet, 2018 u] wiolato] RS “H7) Alo]H
Z2F (National Cyber Strategy)2 =11t #A|ol7} 22 Abo]Hg- 7o A S-S =45}
I EHA A o] sittal S EYE YYEE v)=o] ol gyl F3 o
gro] “Ziuke Qlejyle] SRR gk FAof A=l E2] QUEul T2 Agtaly, A EH

o Al AFA o2 Qe MU YU2S Ashe" A7HE2] =S ekl A5

o} F LUATARE R Alolu A Ak Aok, o)k, B3k, 1T Aol
H Ak Auto] ghe-2 shal 2 i O] AFAYAE "R T2 A6k tH(White
House 2018). H]% u] AEo] I o] A ul 223l gA]ofe] Alo|y| Ak 7HeFslA & Q.
st & 4= ek,
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AN BIEE S, AR, B 719 9 vleh 1k o4 53| 93l
Apo]H] AHAS-S Aol RHEL “Fo) Abo]H] A1 (Significant Cyber Incidents)™ do]
Eujo] ol ofalE A7kt Afo]s FAL 2016-2017HE 71O 1 WES W]
ofLhs 4|2 HOITHGE 4).

lo

H7be Apole) 3L 2 W 71ES BHAY W AzekE AT ol ehaet,
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35. Center for Strategic and International Studies. Significant Cyber Incidents. https: //www.csis.org/programs/

technology-policy-program/significant-cyber-incidents.
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| .
=, BjAjo}, B, olgk o] o] APT 5ol Qi Ao 2AHTHOIUS, WS 9 u] EAFAT7IE MITRES] 50 ohew 20204 79 @A) HA) 44 117742] APT
2020), oF&17H4] 86%2] AtolH] B2 AIelt W M) o) GejBa o= AaE Wk Fol A 223 30747t FF TRAEo] Uek. ¥ F5F APTE F2 ]3] d7|3,
QLo APT 5o 25o] Lol Aol A9 53 5 o] BARTH: Fu 7 FaEAY W 7leh HH e EH O o ofSo] ARk A MW A A
5 9 98] A4k 537k BAel %97} wobd| 3t gt (Verizon 2020). 2 g3ie
[ 4] CSIS Bt Alole A A= ol Hlsat Aok A BAOR elte] that Alold] B4 gaich eAlote] A

20074 o AEY oot 9w A up F o AE Yo AAbge gigh gt T =2 (DDOS)
A5 HAasto] 7IHAE ] FAl QlzERE mHHIAIZ AL, 2008 ZLEA|oF 3=t 2
ofl A A4l FA T Alo]H] FA S WPtz T AtolH A o] A Al ] o] o] i
oA B o] Pzt v oAkl Fxske] 20109 A8 AU (Stuxnet) o] 2h=
AE HolgAE o]88f o]ft Ugt=(Natanz)oll 91A|3F S-2hs s5A14 AloJA|AHS
Ao H (XA, A7 2018), o= dAFE=TE FUIskE A Al & 4 ekt
29 2"(Operation Olympic Games)©]2til P E o] 2H4-8 Fof n] euju} s
gol 24 A Aoz dra Fth(Sanger 2012), H3He w71 AFHoA B =715 54
it} B3k APTQl A E A (Lazarus) 1852 20149 A4 A A(Sony Pictures)2} 2016
H HFetgA] 2923 )78k, E T2 23 APT 152 447 (Kimsuky) 3%
20149 3t g7 o] vjT 2 A E Qi @ u] eulul PAHL AU IHA 7] AL
53] 47t Ak 3 A SR Akl Sl tigk Al 22 E Hshr| = Fek
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2005 2010 2015 2020 Z=0] APTE B3t AR} dlojg] B30 HF3etd Alok= Afo]wg7ke] 12
A= A A& DEoke SR A2 (Gray Zone Strategy)S A=24O0= FARSITE

£ CSIS “&CH A0 AFA"(Significant Cyber Incidents) HIO|E{H|O|A KX} RiT7A.

38. HOHA AMO|H MME Tt ZVIFE7|E: S22, 20203 38 232 https: //www.boannews.com/

331 34 AP Ao 348 gt 24 Aon 145, A Gaid e
APT At Sl =7p7|18ke] dA 7 718 HesiA Edd APT1S =9 QIvlafy 39. MITRE- Groups https://attack.mitre.org/groups/.
T A220] “AI61398E Y A= E APT= &= Alo|y] AEQ] “*]O]E} 3k 2= 9lt} 40, The Register. China cuffs hackers at US request to stave off sanctions. 9 Oct 2015, https://www.

theregister.com/2015/10/09/china_cuffs_hackers_at_us_request/.

41, QFHLEAHTIA HOLO|4 AT EO| AHEL TH2{CHY, Stuxnet. 20101019, hitps://www.ahnlab.com/

36. £ APTY| HIE=7HE 100% S8sk= A2 1R {212 Lo|7| WEof| IT ENMEYUNS2 APTS| 34 kr/site/securityinfo/secunews/secuNewsView.do?menu_dist=2&seq=16852,
T&ut 7|&o| £ HEE 6l Lhe XMISEe| 1R LotRE ARSSICE 1 Zat (X0 w2t APTS| 2 42, YU St RF S HAHRE! AT E HIY kimsuky(Z4=71) &, 2015 38 17 https://
F7t e £ ok news.joins.com/article/17375096.

37. HRU= Ato|HEOE AXIQI O] FireEyeAl= APTRL HIE TS CHSat 20| 2F/SICH APT 1/3/10/12/16/ 43. The Wall Street Journal. U.S. Targets North Korea in Retaliation for Sony Hack. Jan 3, 2015, https://

17/18/19/30/40/41(5=); APT 28/29(2{AI01); APT 32(HIER); APT 33/34/39(0|2H); APT 37/38(&35H. www.wsj.com/articles/u-s-penalizes-north-korea-in-retaliation-for-sony-hack-1420225942.
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9] slo| 28] = A (hybrid warfare) EAL E2|8 AFR-S A6l tjal B =710 of
gk A AT} AlolHA-E 2|44 07 £38f AFFA|ghE F-E8H= A olth(Chivvis 2017),

sto|BE|=xe] a2 Aol FAIL Abo|HFIHE 8ot 7‘*l‘L’?ﬂ(information
warfare)o|t}, sto|Hej = HdS 2

2] AlZA R Z(Valery Gerasimov)= “o}gl2o] B A|7] AILd
Eo] e la}t 2-ultjolE 53 FJRA 27 ‘%ﬂﬁoﬂ SE JE A7IAZIEA A
B Holl= AEH QL A e tiH] RS v]EeE H|EALE Srke] EgH]go] 4T 19
Tesk Aoz ofAlscHGerasimov 2016). #AloFe] AR AL 90 gl 2010 o
Abo] B, T oRAlol, FREolA dojd “M7Z F"(Color Revolution)& A%<
ARG Aeko 2 olsgt HAoprt o] F A FAIE ATt Ao AsjAgt Ao
= Hof gitt,

EE R

2 AJoto] A At AHofl= AHilo] Aol AE FAof 29w o] ke et
o] 7| &A= Ze ok, AR AFo] @YX el BuA] gke AEA £ ol
Hi ybgo xjo|Hg oA 25 EASHe 224 )80 2 o]o] A tHConnell, Vogler
2017). ol EAlob7} 37k ol 20144 Serolt A, 20164 v P4, el w

20179 = FAlo| AUt v o] H Aoz oA, vIFFoo] IR AA B
A sffgt e AjoFe] =Rk Au AlAIFS] thS HSHAIZIEE 2lAore] v Al A Q)s =AY
3t n] 27} R AFA (Office of Director of National Intelligence)2 =€l &g o] &

fr oo

& PR B3] AL, 2Alok] AA AYE 2ARE B 587
Abs BAlORE ZqEﬂJJr(GRU) Q9 129 v] 9y s A L3 (DCCC)e} A9
3|(DNC)Z 73t o2 7|48t tHGalante, Shaun 2018). 2ok |3t 5974

A WH7HA] 7‘*01 AFel AfrelEaole) 231 AdA S A4 (Integrity) < 3L
o= o] F Aol tiek AEF f@Moletal 1hsto] tiej A Q] B 2kestgit), 1)
=9 Hl-6-2 2Hful FAF A7|7F Erks A7l Wil HAlok ol 358
FHoRL HHAE ATt AdolM 29, BlF v] PR & 22]= 2fA|oete]
A WS A EFE R A g2 HastE A 8 54 2AE F

af ®reskar Azt =22 2Ajore] Atolw B4 9 FAA 0 SRIE QY] hiZel”

Apolu] 9|t ZAY: Apoll 3 £&0) A

200790l dofit o A=Uot DDOS 542 o =717} BF = 7ol A Abow| &45 3 A
ArEEhs dollA 8 22 Aol slh, B Y7 FHNATO) 3=l o ~=1of

7t BlAlolR FAE = =7Ee] Atold] FALRE Qg 35 o4k =7F 7ITHAAd o] mhH|E ¢

O NATO= EW t-&5HA] Z3eh Al &gt a7 #52 e w7 & AfolH
Aol tigt a2 o] Y71 WZolgleh, Ut ejAlort S el A7 EF R AL,
Aolw] BAOR ofy|El Fgo] us)E 272 NATO 314 5xo] WAlE Feka weu

2 HET S a7t BRG] wiolt)

o ~E Lo} ALEl| o] & A MA= AtolH Aol tigt AAH AaLE ek HekE At
sHeitt. o] k=¥l A A4S NATO 4kel Ato|Hi-9|H HAlE] (CCDCOE: Cooperative
Cyber Defense Center of Excellence)”} 8|8t &3 vfj4+< (Tallinn Manual)©] Tt
g oL 20099 HE 2013W71A] 200] W] ZAH AE7I7F Bo] Ast I e
201349 A E71= 3t 21 ] thaA] ik AlelH A0 = Qlsf QI Hsirt
e 7 S AR | et AR HEo] 7Hgskal o] & A Het w7t Be HAlEE V]E

AT AANE A8 AL B 4 S FAYTH: ol T 4= e

T g o] A A SHA E WEstlt), vl NATOS] 912 vk gk 2l
T2 U ARV Aol U AR Bolo A X915 ZHA] X3k Egh 29 v
do| AA 2 AfolH] 34 oA HA 582 7H ] AW (jus in bello)ql FAI1E=
O] =71 7ig ol Fasklo(Hied, WA 2014). AtoluFHdel A FARlE o]
olsl= “FA o] Y= HH 43 7154 T8f"(functional damage)* 7} EHQ1=|ojof

44. CNBC. Intelligence boss Clapper: Russia poses ‘existential threat’ to the United States. Janunary 5, 2017.
https : //www.cnbc.com/2017/01/05/sen-mccain-everyone-should-be-alarmed-by-russia-hacks.html.

45, Time. The Mueller Report Made It Clear: America’'s Response to Russia Has Been Far Too Weak.
March 3, 2019, time.com/5582867 /mueller-report-trump-russia-sanctions.

46. BBC. How a cyber attack transformed Estonia. 27 April 2017 https://www.bbc.com/news/39655415.
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