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chopalAich, @A) 27 WA whet 2ol oF A9 7ke] ¢hATH S obd] §lXTH(Trenin
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S 419 ook o Ble Ao oErt e A 41dzte] ko] of 1 S Alolet AAIAY FES AAHote] hEA Aot & 4 itk 20144 e}
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Aok e A e Qe o] AR JATAS $18 A2 H Ereks 2jote]
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JEEA7E ‘d ek Qb Bl A sfj=thdo] mW=A Wil k= Aol & o AR & e AlHE ol Qg HEEA} HAJorE REA Apedol| A u] ti Aol 7 AsiTh=
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o] wfjgofl = Lﬁ}i ALk, T LSt SAT | ed ALY S o2 v

S BAS Aot Aok AlelHE ke RS ol8-5he Bt HEAS o olFx AEFAVIE] nlofAQl e A7 AR, £3), AR HMSkAIZ] Ao ofy 2t
AEAIA 2 ARSA = shaL ok =7F 3 AEA A M AT AR Dso] A A2 A Ao R o

el dAdaerlas A A A 25 o Ak ARSIV e B d

Hde St o= ko] FAol oIt = A Ae Idtrlee] 1 Sl A4S st tiAr2le] A 25 T4 Al (Carbon Economy)ollAl dlo]8 %A (Data Economy)2
Ao A dof vt 2oz 2t bl et A= 2A47E A5 WA A7 =7 A= HEEAL s 2He) Sl A 2 2l 9=
= U= BEs] #45ke S | o Lk=shE del|es VIRte 2 she AR oF A Ak BHEoA Felrled) glolH 2 oA AT, AR o] dyabedo] ' 7]
ST vl=e] M A E T3 AR $HE FAShE Aol B9 3A A e gk oy Aol A 732 HlolH = Jo7hHA e5d A1 8A 252 AR7t obd HolHE
(Third Offset)& WAIRTHE =2 "S- A= 2025"2 A H= 71e27]ol ASa. =oALl dojual Qlot
ol=ro] =0 719l shglol(Huawei) & Alfshe A2 A1E 2 A Lt

29| yxd Hda2E=(Digital Silkroad)et BT WAZF U, o=t W thd Ao HiAolle 25 AR &AL e I &2 diolE7t 3l
o md "‘WE}% et o2l glolgole E94, SNS HAIA], 271 5 /NI, <

SR AAT 0] 2019 T Wk OIAE FAIH 20200 XS o] ZeiE 7 Bl A6 9120713 Aol 20} Sekel ) Abg 5 syl olekdlol el metadate)
20| AEH XA AN A “Herl ol FEANW A2 TA"S v} AL o

35k 515103 Vel = 712 3L ZFE o] Tl B
o|He|E AjAgto 2 Aststtal Wt} &, 7|20 AR Z5o] Helr]es F9l 1. Quartz. What you need to know about Russia’s election hack and why US senators say it ‘should alarm
oS S = o A3ke]= A o] Alx]gstolth, ARG dA ol A ‘%}ﬁ?‘i}ﬂ]i Ato] every American’, December 13, 2016. https://az.com/860706/russian-hacking-and-the-us-election-
3o A o A Uepdt), Atou]gto| A o] S5 g7t WA E ThsAdo] W why-it-matters-what-it-means-and-whats-next/.
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S SR, ofutE, glo|AE, A1, AAE I (Instagram) 5 2 Y%l <
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o] WA R FASHAA F7ha 2] dole Bejeh Beol FRshzch A
e AME BB A UM HREY AR BAH LS AL of
S ESHs ek 3 Folu, M Buby 9e) “HlolE3y s AT BEurhs
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=7t 28] I E AL} viehE] YA 282 T FHA” 0] 22 AfolH =T
A E FU e WIS i gol7E stk § gl 2018 RE Agsha i Y
Hig|o| ] E 3 +4”(GDPR: General Data Protection Regulation)¥} <=+2] AlojH
AR IR E RS §f8f dlolE o] AHr=e =0l dlE 9=t o|2Igt HlolH
# % 3HData Localization) AL “HH O] A4{EE oS =511 Eﬂ 15 dx3=
Hhefshe wl=e] T SER 2 Hlo]AE0] ARYEES I EE BIRESt b
olEle] FAIT 4G HiFo R 57| wlEe] vFE v]F-ulx] 2-7futchE H(USMCA
United States-Mexico-Canada Agreement)¥} ofAJo}-e 3 oF A A E H A (APEC: Asia-
Pacific Economic Cooperation)o] H|o]&] @X|3}= Hitsl= FA4S A5t S8
gk ofe} ofue} FE AT ofsfete S E= vl=o tlolE A A= v

2. CNBC, 20194 102 172, “Andrew Yang: You should get a check in the mail from Facebook, Amazon,
Google for your data” https://www.cnbc.com/2019/10/17 /andrew-yang-facebook-amazon-google-
should-pay-for-users-data.html.
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Ad71E Edo] 229 AR Y A Hr, S22 Fo]aE 22 AlIAA IT W71
% 719 S HjElolE Ak AEiAE =5k
Al E (Tencent), &elviHl(Alibaba) 5 8 &= IT 7|95 A= A%
ol 2, Jﬂol 2L, ofukES Zb2E diAIsHAL 10de] Ad @A) = ml= 7IdEE 7
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2 4= Sl = WE JEY =Ye SRFer S A AR EHE AEU A 2R E

¢ TCP/IP ti¥] S4HFA SAIE &0l ot "wIP oleh= =& HY 4l =
2EZS NS, o] Al7]=o HAIAA 8-S Yl F=ol FAvEel wAA7E
AlAAFHITU: International Telecommunication Union)& 2= &-g3tth= Z& Afo
H Al HS 5] Sl o BA S=o] AIZFE delshal sEelus BEskal
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AASH= A A WA o2 AR Tof 3ol WAL qlrt, W= 20184 v
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B A[OFE Afo|HFTH ‘IE/\] 713 AlFHE o8she w7HE= skl 53] 43t
AT B 7] Al o] ARSI T &t 2lAloteks Ee " A2 20257 54 Al

S &3 5G, OJ%Z]—‘a— AR 5 Hofol| A A7|&-g 3| vj=g Yatlch= of
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22 T A IT719 2 SHelolE =24 vl 1o S5 £ Dd] JEHD Hetk
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AFAQl A U= (BRI Belt and Road Initiative) Al2lol A SF¢o]7} AHA|sh= 9145 ©
sfsfioF gtek. 5GoF JIEYl HEA v Aitstal 719 A7t R 9 A
= 1719 SoIA = shlel7t vl=r2 54 AAIE e dHie Sllolt = =97
AU Apolut Al mat e A2 AfolH] Mzl tAd dARES T3k AU A
YAFel7] wizoltt, iz shgojet Aol deF2 T A yte] FAISE 714
ol2fal v] IRYF7F A5k vt Q. shejo]= Fobaotel JImef A HoA AE U 7|13
QA FAolE At A LR Fod=59] 5G HIEYZE F531aL, Abolut delF2
OAE A3 2E9] goly olFs STAshs dlole AlH 52 g9etth vl=9] 4%
AN HAE AdAREE 93] T dHLRE F JEFA =z} 50 of =}
=] AASEE AFsh= AR =191 Zofe,

Bop)&, AAAE, AT 52 AF7H AFAuet FHaAL sHgIE 0=t of
Ak olld AL elHom F7h 7k BAo] o]y, JE, Bl Af 2L AUL 5
B3 ofskelr He woksta S3A) bk Teiut ol mEshE )
PR AEsta gAe] SAR9S AR of/lol FREAVIE Bho Ut
27 o] 2Rt HREAYISE A AATE AE ZRAGIA T vy
4T L BAIG AT olefst AREA IR AT A0 Q3] 27}
Qh O 7Hssh] of el FEE 1 M9l SfEoieh, ARAL v A oby
7HA) Zgo] AR 4 9o Zetolu Ao Golomut o AR AAHRE HEjolg 7]

= gl 475 s7heke AR 7HAE A& =i

2 WSAAN 37k 2 SR AL oA s, Sh e
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N HRFA7]E S41Q1 dlolE A (Data Economy) & H3}skaL qlet, o] 2igh A of
gfchl ] Ak oju] FAA A= FElo] =yl QIrh(EE 1), A 2091 |zEe] Xy
A7FEH =91 BIsHE BH 20049 Al7FE AlAIEY 19 7192 vl=te] B34y 714
ol AYd UHEZ(GE)o|tt GE= 1892¢ A E| o] 3|A} o] 2o AgtA 7|49
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olat g, AuA], Az T2 AP 20417] di71gez A= At o
Exxon)¥} BP & AG3Ate}t S8 15 AIG A28, tf=+2] A|F3|Alel 3}o]
Pfizer), 712]3 At $-5714 LutEZ} 100 <=9Hol 273 it

SHAIRE 104 F121 201495 6= A seiehele] ek 24 A Aol W s)7] AR,
20141d0)= AAEIAFR ok Z(Apple)o] Al7HESY 231491 1912 x5k, S o=
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F2(Google)o] 3910 ek Yolr}, 20141 A T2E 449] 10918 719 FolA
FUsA 2 AFol Aol wFbolA] AT Awl sl Z|9lolgiet ohE Tt A% 4910
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2o PN FHAL 255] YEAIAA MY ol o] TRt F, 7R
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g AA sk Aeke ddf AATE vldolE et A S(AD LR SR = A4zt
H22 ot sl oA A A AT el e 04
x a5 At oo 5 UBS —1?:—1}1_"“01]/\1 S713 43} A
o Thak B I1A (Baweja Donovan et al 2016)+= 9o A& Y-S 12}, 22}, 32},
T2)ar A O] 4xFAFA ST O 2 ERSFH A AR S T O] R Y2 XPEQ(automatlon)
o ?:l@*é (CODneCthltY)4 A1 &4 Q1 73l Ex{)] A|QlE}, o] HiLA= 1784 dof AJ4HE

< 7IAR T S71 oA, 22F 4G H P (1870)2 Ak A7) oA,

4. “iolEle 2141719 MR"ete BE2 P2 $8IXI2l Clive Humby7t 200601 XS HZst Wz U
AL}, https://medium.com/project-2030/data-is-the-new-oil-a-ludicrous-proposition-1d91bbasf2944#.
vjyvewnpO.

5. Geekwire. Cloud lift: Amazon, Microsoft, Google, Apple and others find a common cushion in the crisis.
May 4, 2020. https://www.geekwire.com/2020/cloud-lift-amazon-microsoft-google-apple-others-finding-

common-cushion-crisis/.

[& 1] HE'E AZIEH &9 1071 7[
A7t S
29| 2004 2009 2014 2019
HUE YHE= HEZXO|Ll -B=- | 04 00| 2RAZE

1 General Electric PetroChina Apple Microsoft
3190 = 36709= 560049 = 1X 500 =
LTES LTES LTES otatE

2 Exxon Exxon Exxon Amazon
28302= 34109 = 4320%= 94302 =
O0|3Z2AZE 3423 -5 | AmEl oHE

3 Microsoft ICBC Alphabet(Google) Apple
28209= 2570 =- 3580&= 92002=
slo|x} OI0|A2ATE OO 3 2RAZE ot}

4 Pfizer Microsoft Microsoft Alphabet(Google)
27009= 2120= 34402= 7780%=
AlE|23H Z[O|LIZHIY -S=- | H3M SHAHI0] H|0] A

5 Citi China Mobile Berkshire Hathaway | Facebook
240049 = 2010 = 321092 54602=
ol =li/1= E&MEEE H3M sliA2lol

6 Walmart Walmart Johnson & Johnson | Berkshire Hathaway
2400 & 18904 = 2770% & 50702

=j7|MOsH =2
SHUSSE STy emymas- | wei 22
BP -¥=- China Construction :
7 1970012 Bank Shell Alibaba
= =
2690 = 4350 =
182001 6902 = 3502=
5 o MUY Qe [EME -sa-
8 '16‘8|900+,= I;;roE: a_s General Electric Tencent
= =
26304 = 43109 =
16500t 6309= 3104=
OIEd| Ee=s AT H|X}

9 Intel Johnson & Johnson | Wells Fargo Visa
1840 = 157022 26104 = 37909 =
wWIosoMzst | H-FR/UPEBE- | 24 -AA- ZRHEZEA

10 Bank of America Shell Roche Johnson & Johnson
16804 = 1560 = 256049 = 37609=

A

clel/oleEm 7let | |sEmoiy | Jagoie | |2saw | o

£ visualcapitalist.com, KX} &z,


https://www.geekwire.com/2020/cloud-lift-amazon-microsoft-google-apple-others-finding-common-cushion-crisis/
https://www.geekwire.com/2020/cloud-lift-amazon-microsoft-google-apple-others-finding-common-cushion-crisis/

I 32} AFA S (1969)2 A7) 719k IT7} 242} Afg-sket AAAS SPgskaittal
gatact. 7P 5‘4 A2HE 4R} A E 2 Q1 A5t vld| o] 7F AjtsiA =e, 1
A 7Hs A2 A AR AE = S Ao R Both dS8 2= 4 A e S
AE Y (IoT: Internet of Things)e} AFA&0] A= ] AA|et 714do] B3t

He-& Alojale 7MFER A1 A"e] BHsbE A7 meljd A0 o1 QlrH(o]

A Ql 42; Al E g ol A ApQl HHolE e FAU7? HEolEof thsfjAl o
7HA Ao7F Qo HHA o2 = n] FHAEFE7]|EATLA(NIST: National Institute
of Standards and Technology)2] A& & 4 Ut} NIST+= Blg|o| g &t “55] (Volume),
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(Manipulation), 18] 3 £ (analysis)= a4 &4 71531 A A|(Scalable Architecture)

7} B gt glolE ekl st tH(Chang, Grady 2015).
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& Aot
SE HFES Sl WdlolHE At 228 4= b, HlolE 9 ZHE SHigt
at7] aliA= o710 gt B ol dasit, o7 Q = Al(Artificial

AFALL AREY HE ANEEE B 7AVE 248 GH Fo| FRE o5}
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) Sl ey Mol éw% AAY ABA5 A 7)Aol EUEE 4
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brunch.co.kr/@nsung/29.
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Aoz AL ek, =] “HlolE 3 Y} F-Y Ae] AutH|olE o4 (GDPR)O]
MAFE 8= A3 g A HAGE BEHA o],

AR QAR B8-S STl =] B 22 HlolH FH o] FZolt, b
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Aol A ol ALt HAE 799 Blgo] 7P w2 JAsial Q= vl QIR
B35 AAA A Hsto] =71 WY& sl (A=) 71 &) Asfi== A
ako 2= Aol Aetrh, 1 Ax =7t @99 TR HEAHoe) glom 7|E EF
(state) 2 th2c}, dF o] 7P A8 AR R3S 7= v F7)E
WA F7E ofy el Aol F=FE 20209 149 1U5 Al Ao} An|A} L
gfo|HA] E&H(CCPA: California Consumer Privacy Act)2 2018 55 E] A=
T drtdlolE RS+ (GDPR)F2 9] dahdS F4Fof Fofste] GDPRI}
FAFSHAl CCPA 174 18t A] & Fakg 4= Qe »

r& N mlo

nl=ro] Frshs of 2] A FoFY IR e A EH v=-2 el éi H3wcoh
L] B2 91 Hol8 ] AR oL Hrhat WAt Pt 2

ool HE|FoU HFA R AT Ao r ot e ZHA -4 o)

A @& (CPTPP: Comprehensive and Progressive Trans-Pacific Partnershlp)-: |
2131 dlole] o2 915} dlole] W8S FATITE obAlol-elBeF AAH A (APEC))
=74 7+ Zeto]HA] 114 (CBPR: Cross-border Privacy Rules)> 3= 719] 24728

15, ZEHS, ZH2|ZL|OF AH|Xt Z2IO|HA| ESH(CCPA). HEAIR, 20204 18 13, hitps: //m.lawtimes.co.kr/
Content/Opinion‘?serial=158664.

glolg ol ¥z] ofelj A glolE A2t 717]9] Al 2| ahA Aek
71& FuFAEY(NAFTA)E HAlsh= =971 &E % (USMCA
#Ax)5} 27} APECS CBPR Z2 /HIAERES &S
2019).
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T517] wzol ofo &3t JﬂOlA B3 28 200997} 201080 242 = Aol A
sttt

s aoleh wgke wokc), sk Ft o]
Ae] welolg 4l Al
719e el 139 Q1

16. Irish Times. Wilbur Ross warns Schrems Il ruling could have ‘severe consequences’ for EU-US trade. Nov
3, 2020. https: //www.irishtimes.com/business/economy/wilbur-ross-warns-schrems-ii-ruling-could-

have-severe-consequences-for-eu-us-trade-1.4399039.
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17. Bloomberg. China Protectionism Creates Tech Billionaires Who Protect Xi. 7 March 2018, https://www.
bloomberg.com/news/articles/2018-03-06/how-china-protectionism-creates-tech-billionaires-who-
protect-xi.

18. South China Morning Post. Tech entrepreneurs replace real estate tycoons as poliical advisers in China's
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19. Dickinson, S. China Cybersecurity: No Place to Hide. China Law Blog. October 11, 2020. https://www.
chinalawblog.com/2020/10/china-cybersecurity-no-place-to-hide.html.

20. Linklaters. Data Protected - People’s Republic of China, Last updated March 20, 2020. https://www.
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BE WAIRI 34, Azt OW”E SolA “fAE 2L 387
jof gtrhal AAstgiet, -2 Wgto A 5 oF A} |24 (Angela Merkel) F2&=
Hago] oS A2 I 7|AES ZI%Z'SHOF 6‘}3, £3 @%71 Kool ] w]5t}
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21. “Political Guidelines for the Next European Commission 2019-2024" https: //ec.europa.eu/commission/
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22. “Angela Merkel warns EU: ‘Brexit is a wake up call” Financial Times, 16 Jan 2020. https://www.ft.com/
content/a6785028-35t1-11ea-a6d3-9a26f8c3cbad.
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24. Article 45 of EU Regulation 2016/679.
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27. European Parliament Think Tank. Digital sovereignty for Europe. July 2, 2020. https://www.europarl.
europa.eu/thinktank/en/document.htmi?reference=EPRS_BRI(2020)651992.
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I, 2 Aa} Aol A gt B2 Fetolut Al Aol mEREEA Ak, At
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B 7o) s, AT QB HRAS Ba) A QRS ERgichs o4g
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30. NATO CCDCOE. An Updated Draft of the Code of Conduct Distributed in the United Nations - What's
New? https://ccdcoe.org/incyder-articles/an-updated-draft-of-the-code-of-conduct-distributed-in-

the-united-nations-whats-new/.


https://ccdcoe.org/incyder-articles/an-updated-draft-of-the-code-of-conduct-distributed-in-the-united-nations-whats-new/
https://ccdcoe.org/incyder-articles/an-updated-draft-of-the-code-of-conduct-distributed-in-the-united-nations-whats-new/

Ak F=3 gAjote] ot o Qe Yl $S FElohe A Aud Aog Hel
o} B3] F2 Hhu DEjgo) é@% HIHE FEEHA SO Ho|AET ES
Bl = o] (Weibo), $J3(WeChat) ¥ F7(QQ), -HEE 297 (Youku) 5 31¢] 217]

A B A9 A E Al 5dk= WA o2 7\}3 o] 3] AEYlof] H&ahA] ¢Far -FARRE A
HIAE 27 ¢ e 3t S F=2 W3 (The Great Firewall) HFE2] 1€
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AE Yl EgfjZo] 9F-2 o 53] il A= W MEe s she WS Bkl ok F
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31.

32,

33.

34,

Hong Kong Free Press. The evolution of China's Great Firewall: 21 years of censorship. September 3
2017. https://hongkongfp.com/2017/09/03/evolution-chinas-great-firewall-21-years-censorship/.
BBC. The global internet is disintegrating. What comes next?. 2019 52 15, https://www.bbc.com/
future/article/20190514-the-global-internet-is-disintegrating-what-comes-next.

ZMele ZE| AOF SRt QIE{AE’ Ot MY QUESI HYE Lstz|Lt 2019 58 22, https://news.
chosun.com/site/data/htmi_dir/2019/05/02/2019050203233.htm.

TechCrunch.com. Russia starts testing its own internal internet. December 27, 2019, https://techcrunch.

com/2019/12/26/russia-starts-testing-its—-own-internal-internet/.
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35. Center for Strategic and International Studies. Significant Cyber Incidents. https: //www.csis.org/programs/

technology-policy-program/significant-cyber-incidents.
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| .
=, BjAjo}, B, olgk o] o] APT 5ol Qi Ao 2AHTHOIUS, WS 9 u] EAFAT7IE MITRES] 50 ohew 20204 79 @A) HA) 44 117742] APT
2020), oF&17H4] 86%2] AtolH] B2 AIelt W M) o) GejBa o= AaE Wk Fol A 223 30747t FF TRAEo] Uek. ¥ F5F APTE F2 ]3] d7|3,
QLo APT 5o 25o] Lol Aol A9 53 5 o] BARTH: Fu 7 FaEAY W 7leh HH e EH O o ofSo] ARk A MW A A
5 9 98] A4k 537k BAel %97} wobd| 3t gt (Verizon 2020). 2 g3ie
[ 4] CSIS Bt Alole A A= ol Hlsat Aok A BAOR elte] that Alold] B4 gaich eAlote] A

20074 o AEY oot 9w A up F o AE Yo AAbge gigh gt T =2 (DDOS)
A5 HAasto] 7IHAE ] FAl QlzERE mHHIAIZ AL, 2008 ZLEA|oF 3=t 2
ofl A A4l FA T Alo]H] FA S WPtz T AtolH A o] A Al ] o] o] i
oA B o] Pzt v oAkl Fxske] 20109 A8 AU (Stuxnet) o] 2h=
AE HolgAE o]88f o]ft Ugt=(Natanz)oll 91A|3F S-2hs s5A14 AloJA|AHS
Ao H (XA, A7 2018), o= dAFE=TE FUIskE A Al & 4 ekt
29 2"(Operation Olympic Games)©]2til P E o] 2H4-8 Fof n] euju} s
gol 24 A Aoz dra Fth(Sanger 2012), H3He w71 AFHoA B =715 54
it} B3k APTQl A E A (Lazarus) 1852 20149 A4 A A(Sony Pictures)2} 2016
H HFetgA] 2923 )78k, E T2 23 APT 152 447 (Kimsuky) 3%
20149 3t g7 o] vjT 2 A E Qi @ u] eulul PAHL AU IHA 7] AL
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2005 2010 2015 2020 Z=0] APTE B3t AR} dlojg] B30 HF3etd Alok= Afo]wg7ke] 12
A= A A& DEoke SR A2 (Gray Zone Strategy)S A=24O0= FARSITE

£ CSIS “&CH A0 AFA"(Significant Cyber Incidents) HIO|E{H|O|A KX} RiT7A.

38. HOHA AMO|H MME Tt ZVIFE7|E: S22, 20203 38 232 https: //www.boannews.com/

331 34 AP Ao 348 gt 24 Aon 145, A Gaid e
APT At Sl =7p7|18ke] dA 7 718 HesiA Edd APT1S =9 QIvlafy 39. MITRE- Groups https://attack.mitre.org/groups/.
T A220] “AI61398E Y A= E APT= &= Alo|y] AEQ] “*]O]E} 3k 2= 9lt} 40, The Register. China cuffs hackers at US request to stave off sanctions. 9 Oct 2015, https://www.

theregister.com/2015/10/09/china_cuffs_hackers_at_us_request/.

41, QFHLEAHTIA HOLO|4 AT EO| AHEL TH2{CHY, Stuxnet. 20101019, hitps://www.ahnlab.com/

36. £ APTY| HIE=7HE 100% S8sk= A2 1R {212 Lo|7| WEof| IT ENMEYUNS2 APTS| 34 kr/site/securityinfo/secunews/secuNewsView.do?menu_dist=2&seq=16852,
T&ut 7|&o| £ HEE 6l Lhe XMISEe| 1R LotRE ARSSICE 1 Zat (X0 w2t APTS| 2 42, YU St RF S HAHRE! AT E HIY kimsuky(Z4=71) &, 2015 38 17 https://
F7t e £ ok news.joins.com/article/17375096.

37. HRU= Ato|HEOE AXIQI O] FireEyeAl= APTRL HIE TS CHSat 20| 2F/SICH APT 1/3/10/12/16/ 43. The Wall Street Journal. U.S. Targets North Korea in Retaliation for Sony Hack. Jan 3, 2015, https://

17/18/19/30/40/41(5=); APT 28/29(2{AI01); APT 32(HIER); APT 33/34/39(0|2H); APT 37/38(&35H. www.wsj.com/articles/u-s-penalizes-north-korea-in-retaliation-for-sony-hack-1420225942.
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9] slo| 28] = A (hybrid warfare) EAL E2|8 AFR-S A6l tjal B =710 of
gk A AT} AlolHA-E 2|44 07 £38f AFFA|ghE F-E8H= A olth(Chivvis 2017),

sto|BE|=xe] a2 Aol FAIL Abo|HFIHE 8ot 7‘*l‘L’?ﬂ(information
warfare)o|t}, sto|Hej = HdS 2

2] AlZA R Z(Valery Gerasimov)= “o}gl2o] B A|7] AILd
Eo] e la}t 2-ultjolE 53 FJRA 27 ‘%ﬂﬁoﬂ SE JE A7IAZIEA A
B Holl= AEH QL A e tiH] RS v]EeE H|EALE Srke] EgH]go] 4T 19
Tesk Aoz ofAlscHGerasimov 2016). #AloFe] AR AL 90 gl 2010 o
Abo] B, T oRAlol, FREolA dojd “M7Z F"(Color Revolution)& A%<
ARG Aeko 2 olsgt HAoprt o] F A FAIE ATt Ao AsjAgt Ao
= Hof gitt,

EE R

2 AJoto] A At AHofl= AHilo] Aol AE FAof 29w o] ke et
o] 7| &A= Ze ok, AR AFo] @YX el BuA] gke AEA £ ol
Hi ybgo xjo|Hg oA 25 EASHe 224 )80 2 o]o] A tHConnell, Vogler
2017). ol EAlob7} 37k ol 20144 Serolt A, 20164 v P4, el w

20179 = FAlo| AUt v o] H Aoz oA, vIFFoo] IR AA B
A sffgt e AjoFe] =Rk Au AlAIFS] thS HSHAIZIEE 2lAore] v Al A Q)s =AY
3t n] 27} R AFA (Office of Director of National Intelligence)2 =€l &g o] &

fr oo

& PR B3] AL, 2Alok] AA AYE 2ARE B 587
Abs BAlORE ZqEﬂJJr(GRU) Q9 129 v] 9y s A L3 (DCCC)e} A9
3|(DNC)Z 73t o2 7|48t tHGalante, Shaun 2018). 2ok |3t 5974

A WH7HA] 7‘*01 AFel AfrelEaole) 231 AdA S A4 (Integrity) < 3L
o= o] F Aol tiek AEF f@Moletal 1hsto] tiej A Q] B 2kestgit), 1)
=9 Hl-6-2 2Hful FAF A7|7F Erks A7l Wil HAlok ol 358
FHoRL HHAE ATt AdolM 29, BlF v] PR & 22]= 2fA|oete]
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200790l dofit o A=Uot DDOS 542 o =717} BF = 7ol A Abow| &45 3 A
ArEEhs dollA 8 22 Aol slh, B Y7 FHNATO) 3=l o ~=1of

7t BlAlolR FAE = =7Ee] Atold] FALRE Qg 35 o4k =7F 7ITHAAd o] mhH|E ¢

O NATO= EW t-&5HA] Z3eh Al &gt a7 #52 e w7 & AfolH
Aol tigt a2 o] Y71 WZolgleh, Ut ejAlort S el A7 EF R AL,
Aolw] BAOR ofy|El Fgo] us)E 272 NATO 314 5xo] WAlE Feka weu

2 HET S a7t BRG] wiolt)
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